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Large language models (LLMs) have rapidly gained popularity in various fields, including digital forensics (DF), where they
offer the potential to accelerate investigative processes. Although several studies have explored LLMs for tasks such as
evidence identification, artifact analysis, and report writing, fine-tuning models for specific forensic applications remains
underexplored. This paper addresses this gap by proposing recommendations for fine-tuning LLMs tailored to digital forensics
tasks. A case study on chat summarization is presented to showcase the applicability of the recommendations, where we
evaluate multiple fine-tuned models to assess their performance. The study concludes with sharing the lessons learned from
the case study.
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1 INTRODUCTION

LLMs have impacted many fields, including digital forensics (DF), where they have been used for evidence
analysis [10] and report writing [19]. However, despite their popularity and to the best of our knowledge, research
has focused on general-purpose LLMs rather than models tailored to forensic challenges. This paper addresses
this gap by exploring the fine-tuning of LLMs for forensic applications. Fine-tuning enables LLMs to be tailored
for specific tasks, enhancing the precision and relevance of their output content or format. This is particularly
valuable for tasks that are not well supported or where results are unsatisfactory. However, challenges persist in
digital forensics, including limited datasets, restricted computational resources for training complex models, and
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confidentiality constraints that prevent the use of remote computing power, along with a shortage of expertise in
model training. Consequently, this paper addresses three questions: (1) How can small local LLMs be fine-tuned
to address the unique challenges and requirements of digital forensics?; (2) How can we evaluate the results
to ensure that the fine-tuning process was successful and identify the best-performing model?; and (3) How
beneficial is the fine-tuning process for improving model performance and should practitioners adopt it in forensic
workflows?

To address these questions, we review the literature (Sec. 2) and then provide considerations and recommenda-
tions for fine-tuning LLMs in the context of digital forensics, emphasizing aspects such as task definition, base
model selection, and dataset preparation (Sec. 3). Next, we apply these principles to the concrete example of chat
summarization in Sec. 4, which is a frequent and time-intensive task, illustrating the practicality of our approach.
Given the tremendous number of parameters involved in the fine-tuning process, only a small selection of them
has been empirically studied (the rest is generally discussed in the recommendations section). We compare the
results of the fine-tuned models against their base counterparts in Sec. 5 followed by the lessons learned (Sec. 6).
Sec. 7 concludes this work. In summary, the contributions are:

e We provide recommendations, accessible to digital forensics professionals rather than Al experts. These
considerations help determine whether a task can be automated with an LLM and outline what is needed
for fine-tuning.

e We apply the proposed fine-tuning framework to a real-world forensic task, describing the task definition,
dataset development, model training, and performance comparison.

e We share insights from the fine-tuning process, covering computational power issues, data challenges, and
evaluation methods that can be applied to other digital forensics tasks. We also discuss the costs, limits and
performance increase trade-off to determine if the fine-tuning process is beneficial or not.

e We provide the developed datasets and the fine-tuned models to the academic community for further
experimentation.

Disclaimer: This paper does not aim to: (1) provide a step-by-step tutorial for creating datasets and fine-tuning
LLMs; (2) provide the best values for the different fine-tuning parameters; (3) present an extensive empirical
analysis of the impact of each parameter involved in the fine-tuning process (dataset creation, fine-tuning, etc.);
or (4) publish ready to use models. While key elements of the fine-tuning process are developed and explained,
prior knowledge or experience in deep learning is recommended for the reader.

2 BACKGROUND AND RELATED WORK
2.1 LLMs in the digital forensics context

The usage of LLMs in a digital forensics context can be divided into two categories. The first focuses on analyzing
artifacts from employing the use of LLMs, such as the forensic analysis of the Multi-Agent LLM Platform,
AutoGen, [32] and OpenAI’s ChatGPT mobile application [3]. These works are considered out of scope. The
second aspect surrounds leveraging LLMs to enhance the investigative process. For example, Henseler and
van Beek [10] explored the use of ChatGPT as a copilot during the investigation, helping to create queries for
the Digital Forensics as a Service system, Hansken, summarize communications, visualize search results and
perform analysis. Michelet and Breitinger [19] tested ChatGPT and Llama-2 capabilities to automate forensic
report writing, concluding that LLMs can accelerate the writing but require careful validation. These works are
complemented by general studies that discuss potential capabilities, limits, and risks related to the use of LLMs
for digital forensics [2, 15, 24, 25]. More details are provided by Wickramasekara et al. [33], who explored various
areas in which LLMs can be applied in digital forensics.
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2.2 Fine-tuning LLMs basics and applications in other domains

This section covers concepts that are directly relevant to the scope of this paper, while a comprehensive discussion
of all aspects of fine-tuning falls outside our current focus. For more detailed discussions on that topic, we
recommend the work by Naveed et al. [21] and Minaee et al. [20].

There are several fine-tuning methods, such as supervised fine-tuning (SFT) or direct preference optimization
(DPO). During an SFT process, samples composed of an input (prompt/instruction) and an expected output
(answer to the prompt/instruction) are fed to the model. The LLM uses the prompt to predict an output using
its current parameters (by iteratively predicting the next token until a special ‘stop’ token or the limit of new
tokens is reached). A function, usually cross-entropy for LLMs, is used to compute the loss, which measures the
difference between the prediction and the expected output. The model then adapts the set of trainable parameters
to minimize that loss. DPO optimizes the model based on user preferences or feedback rather than relying solely
on predefined reward functions, e.g., users rank multiple responses to the same prompt. This approach helps
align the model’s behavior more closely with desired outcomes by learning from human evaluations or specific
task requirements.

Another important choice is the set of targeted parameters during the training process. Fine-tuning all
parameters is expensive and may not be feasible for many institutions. A more effective setup, called parameter-
efficient fine-tuning (PEFT), proposes to target a subset or a completely new set of parameters during the
fine-tuning process. Hu et al. [11] introduced a PEFT technique called Low Rank Adaptation (LoRA). LoRA
freezes the pre-trained model weights and injects trainable rank decomposition matrices into each layer of the
Transformer architecture, reducing the number of trainable parameters for downstream tasks. This results in a
new file named adapters, containing the set of new parameters. This file is then added on top of the base model
during the inference process. A very popular PEFT technique called Quantized Low Rank Adapters (QLoRA),
derived from LoRA, uses fewer resources while remaining performant [1].

Fine-tuning LLMs have been explored and tested in different disciplines. For example, Yue et al. [35] fine-tuned
LLMs for legal-related tasks, Shestov et al. [26] for vulnerability detection in source code, Tinn et al. [30] for
biomedical tasks, and Huang et al. [12] for automatic program repair. However, it has not yet been explored in
digital forensics.

2.3 Datasets for dialogue summarization

Dialogue summarization datasets consist of a dialogue and a manually created summary thereof. While several
of these datasets exist, many are not suitable as they are not chat-like conversations. For instance, Khalman
et al. [16] created a dataset using forum conversations, and Feigenblat et al. [5] generated a dataset based on
tweets from customer care services. Feng et al. [6] presented a more complete list of datasets. This study uses the
SAMSum dataset that “contains natural messenger-like conversations created and written down by linguists
fluent in English” [8].

2.4  Fine-tuning models for dialogue summarization

Different methods (including fine-tuning) were explored to solve the long dialogue summarization problem that
was present before the introduction of long-context windows [13, 37, 39]. Tang et al. [28] tested a new fine-tuning
approach to help reduce inaccuracies and hallucinations. Zhao et al. [40] stated that dialogue summarization is
often domain-specific and not generalizable, before exploring a new fine-tuning method to solve this issue.

Yun et al. [36] ran fine-tuning for dialogue summarization in a customer service context. They experimented
with general and specific datasets, demonstrating that domain-specific training datasets helped improve the
results.
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Some also proposed new models. Zhong et al. [41] created DialogLM using different training techniques. Xiao
et al. [34] and Suri et al. [27] used recent models as base models and fine-tuned, respectively, baiuchan and
Bio-ClinicalBERT for dialogue summarization.

Tian et al. [29] used a mixture of task-specific experts based on an LLM. They obtained better results than
others by letting the model choose the best expert based on the current task.

A survey conducted by Feng et al. [6] provides an overview of what work has been done and what datasets
have been created for dialogue summarization.

2.5 Guidelines in the literature

In the literature, two studies have been identified that present recommendations and guidelines for fine-tuning
LLMs. First, Mathav et al. [18] provide recommendations for fine-tuning LLMs for enterprises. They present
different components of fine-tuning and provide experiments. They fine-tuned Llama-2 for text and code with
different parameters such as the quantization, the LoRA settings, or the dataset used. They also offer a list of
guidelines. Second, Qin et al. [23] empirically studied different fine-tuning settings and provided recommendations
and guidelines for fine-tuning LLMs based on their results.

3 RECOMMENDATIONS FOR FINE-TUNING LLMS FOR DF INVESTIGATIONS

Fine-tuning LLMs requires consideration of five essential areas: (1) the task, (2) the base model, (3) the dataset,
(4) the fine-tuning process, and (5) the evaluation. Choices are made in each area, with a direct impact on the
quality/applicability of the resulting model. This section details each area and provides recommendations to
minimize risks and maximize the process’s success rate.

Methodology. During the case study presented in Sec 4, several challenges arose, prompting difficult decisions
and extensive brainstorming. The recommendations presented here are based on the insights and knowledge
gained from these discussions.

3.1 The task

First, an appropriate task must be identified, i.e., a task that can be automated. The task selection significantly
shapes and impacts the other four factors. To meet the tool explainability requirements typically required in
the courtroom more easily, a simpler or more deterministic software to solve the task, such as using a rule-based
system, should be preferred if possible. A clear understanding of the task guides the choice of the base model. It
is important to recognize that not all base models perform equally well for different tasks, and this also holds
for the fine-tuned model. Tasks that closely align with next-word prediction, such as summarizing or identifying
relevant elements in a text, are likely to see significant improvement. A major risk with task selection is the
possibility that the task may not be automatable. To detect this early and avoid wasting precious resources (in
particular, for smaller laboratories), a preliminary testing of the chosen task using easily available LLMs (locally or
online for non-sensitive data) should be conducted. This evaluation may be done formally (using automatically
or manually computed metrics), and/or informally (manual review). Although the former is required at the end
of the fine-tuning process to measure the improvement of the fine-tuned model, we consider the latter sufficient
for this step.
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3.2 The base model

Building an LLM from scratch is resource intensive. Consequently, many models are released by tech companies
such as OpenAl (with GPT), Meta (with LLaMA), Google (with Gemma), or Mistralai (with Mistral)!. These
models are released in different flavors, where we focus on three aspects:

e Number of parameters: For small forensic laboratories with limited resources (e.g., a single 24GB GPU),
we recommend avoiding models with more than 8 billion parameters for fine-tuning, as larger models require
more computational powerz.

o Context size: If the task requires a large amount of data as input (which is sometimes the case with digital
forensics tasks), the maximum prompt size must be as lengthy as possible, and selecting a model with a
longer context size is crucial.

e Training: Models can be (pre-)fine-tuned for specific use cases, such as chatbot conversations, which can
affect their suitability for the targeted tasks.

The choice of the base model affects the quality variation in two ways: it determines the performance of the
base model and the potential for improvement after fine-tuning. Since it can be difficult to predict how a model
will perform on a given task and since the waste of resources should be avoided in forensic laboratories, it is
recommended to test the base performance before commencing the fine-tuning. If the base model performs well,
fine-tuning may not even be necessary. In contrast, if it performs poorly, a different model may be better. And if
it performs moderately, fine-tuning may help to reach an acceptable level.

Furthermore, it is recommended to use recent models, as companies continually improve and often release
more powerful and efficient versions. Open-source models with documentation about their training process are
preferable, particularly for our use, as understanding how a model was trained is important to ensure admissibility
in court, even if the entire dataset is not publicly available.

If interaction between the user and the model is expected, it is often the preferred option to use an Instruct
fine-tuned model, e.g., investigation copilot or assistant. These models are optimized to understand and respond
in an interactive, structured way. If a raw model is selected for fine-tuning in interactive settings, a chat template
with special tokens must be implemented to manage stops and role changes.

3.3 The dataset

The quantity and quality of the data affect the performance of the fine-tuned model and the resulting quality
variation. Generally, higher-quality datasets lead to better fine-tuned models and larger datasets lead to greater
quality variation.

It is also crucial to consider the source of the data. Using real case data means that the resulting model cannot
be shared and must be trained locally. Publicly available datasets are more flexible, but may not reflect real-world
scenarios. If there is no appropriate dataset available, which is often the case in digital forensics, a new one can be
created manually, automatically (e.g., generating synthetic data using generative Al), or through a combination
of both methods. An often overlooked approach is to use an existing dataset and extend it with real or generated
data. Each dataset sample should include a prompt (from the user role) relevant to the task, the related input data,
and the expected model output (from the assistant role). For example:

ISome of these models are open source (Llama, Gemma, or Mistral), while others are not published and are made available through controlled
interfaces only (GPT).
2While inferences can be run on 24GB GPU using 11B parameters LLMs, the fine-tuning process is more memory-expensive.
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L
{

"content": "What is the offense in the following text: 'If you do not deliver on time, I will kill you.'",

"role":"user"
3,
{
"content": "Threat to kill",
"role": "assistant"
3
]

where ‘What is...text:” is the prompt, ‘If.. kill you’ is the input data, and ‘Threat to kill’ is the expected model
output. If interaction with the model is involved, each step of the conversation should have both the user’s prompt
and the model’s response, i.e., a list of queries.

The fine-tuning samples are distributed over three subsets: (1) the training subset used by the model to compute
the loss and adjust its parameters, (2) the validation subset used to control the generalizability of the learning
and limit the overfitting, and (3) the testing subset used to evaluate the results. Conclusions based on this testing
subset are run using the base and fine-tuned models. Performance is then measured using the selected metrics
and the quality variation between the base and fine-tuned models can be measured.

3.4 The fine-tuning method/process

During the fine-tuning process, the model adjusts its parameters based on the training subset. The chosen
approach, the set of trainable parameters and the loss function all impact the performance of the fine-tuned
model and the quality variation. SFT is generally an effective choice for fine-tuning an LLM for specific tasks. If
computational resources are limited, a PEFT approach is recommended, in particular LoRA or QLoRA. Finally, the
cross-entropy loss function is applicable in most cases.

Another important factor is how the loss function is computed. As explained previously, the purpose of the
model is to predict the following token correctly, and to do so, LLMs adjust their parameters based on the
cross-entropy loss. This loss can be computed in two ways: (1) The prompt is masked during the loss computation
but is still used to serve as context (answer only); (2) The loss is computed on all tokens from the prompt and the
expected answer (prompt + answer). As demonstrated in Sec. 5.1, computing the loss on ‘answer only’ seems to
perform better for chat summarization. Finally, selecting the right hyperparameters is crucial. Key ones include:

e Number of epochs: The number of times the complete training dataset is used in the process.

o Learning rate: Determines how much the parameters are adjusted in response to the estimated error
gradient.

e Training batch size: Determines how many samples are processed before updating the model parameters.

Ideally, if the laboratory resources allow it, different configurations are tested to identify the best settings. A
potential risk is making errors in the fine-tuning configurations, which might lead to an incorrectly fine-tuned
model. Although the model may still be useful, it could differ from the initial plan. Another risk is an interruption
during the process, which could result in the loss of the current state of the model. Without a checkpointing
system, the fine-tuning process needs to be restarted from scratch.

3.5 The evaluation metrics

Successful fine-tuning is evaluated by comparing outputs from identical prompts on the base and fine-tuned models
against expected results using appropriate evaluation metrics. One possibility is human evaluators. Manually
reviewing prompts, responses, or entire chats is time-consuming and resource-intensive. If manual evaluation is
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necessary, it is recommended to use a double-blind review protocol with clear and explicit metrics to minimize bias
and variability between evaluators. For large datasets, an automated evaluation should be favored. Depending on
the task, an appropriate metric must be selected. Accuracy, precision, recall, or F1-score may, for example, be
used for classification tasks. For summarization tasks, metrics such as ROUGE [17], BLEU [22], or BERTScore
[38] have established themselves (details see Sec. 4.5). If an appropriate metric is not available, one may have to
create one.

3.6 Fine-tuning, an iterative process?

As each decision impacts the fine-tuning, it should be seen as an iterative process, allowing improvements
in parameter choices and steps based on evaluation insights. Obtaining optimal results on the first attempt is
rare, especially without prior fine-tuning experience. Therefore, restarting the process after the initial iteration
can lead to improvements. This can mean changing the base model, adjusting the dataset, or modifying the
hyperparameters. This could also be done before the end of the evaluation if one realizes that better options are
available.

4 CASE STUDY

This section follows the recommendations previously presented and defines specific tasks, selects appropriate
language models, and constructs a suitable dataset. We then detail the training process and explain the methods
used to evaluate and compare the models. The results are analyzed in Sec. 5.

Our central research question is: How can we improve chat summarization using fine-tuned language
models? Therefore, we fine-tuned three base LLMs on three chat-log summarization tasks using samples from
both manually and automatically generated datasets. Note that the purpose of this case study is not to discuss
the impact of each parameter, but rather to provide insight into the fine-tuning process.

The scripts used during this experiment (dataset generation, inference process, and evaluation), as well as
additional information about the dataset generation, are available on https://github.com/Michelet-Gaetan/Fine-
tuning-LLMs-for-DF-tasks. The scripts used for the fine-tuning process are available in the ‘alignment book’
framework provided by members of the huggingface community [31].

4.1 The tasks

The “chat log summarization” task was chosen for three reasons. First, its importance to investigations [9]. It is
frequently encountered by investigators, and the information that chat messages convey can be crucial. Second,
reading chat messages, determining their relevance and summarizing them for the report are time-consuming
tasks. This is particularly true if the device was extensively used and if multiple messaging applications exist.
Lastly, experiments with ChatGPT 3.5 showed promising results, while smaller (local) models lacked quality [19].
Therefore, we considered this task an appropriate candidate for this case study.

The following aspects must be considered: First, chat histories can be extremely long and comprise thousands
of messages. They include many different topics, and conversations may have two or more participants (group
chats), where each topic consists of a variety of mostly consecutive messages. The amount of time between the
discussed topics can vary, as well as the amount of time between messages related to a single topic. Consequently,
we decided to narrow down the focus and define the following three tasks (increasing complexity):

Task 1: The first task is what we call single topic summarization. The messages related to a single topic are
provided to the model, along with the user who sends each message. The model must provide a summary
of the discussion.

Task 2: The second task is topic of interest identification and summarization (2 steps). First, chat logs containing
messages related to several consecutive topics are provided to the model, along with the sending timestamp

Digit. Threat. Res. Pract., Vol. 1, No. 1, Article 1. Publication date: January 2025.


https://github.com/Michelet-Gaetan/Fine-tuning-LLMs-for-DF-tasks
https://github.com/Michelet-Gaetan/Fine-tuning-LLMs-for-DF-tasks

1:8 « Michelet et al.

and the sender of each message. The model must first provide a list of each topic discussed, including a
1-sentence summary and the timestamps of the first and last messages relating to this topic. During the
second step, the user points out the topic of interest for the investigation and asks for a detailed summary
of that topic (second output).

Task 3: The third task is topic of interest identification and summarization (1-step). The model receives two
distinct elements in the same prompt: (1) the crime investigated, and (2) chat logs containing messages
related to consecutive topics, along with the sending timestamp and sender of the message. The model must
identify the topic of interest, the timestamp of the first and last messages related to that topic, and provide
a summary of the messages related to that topic. Note that it is also possible that none of the discussed
topics is related to the investigation of the crime. In that case, the model is expected to answer that none of
the topics is of interest.

The tests showed good preliminary results for task 1, with potential for improvement through fine-tuning.
However, given that tasks 2 and 3 are more complex, we deemed it necessary to fine-tune the models to increase
their performance.

4.2 The models

Summarization is a common task and thus suitable for the majority of existing models. The following criteria
were used to narrow down the candidates:

e Model size: Given the hardware, we are limited to models with 8 billion parameters or less.

o Publisher: We targeted models published by tech/Al companies. They have experience in LLM creation,
and their releases are popular and widely used.

o Release date: Recent models tend to provide better results than older ones. The experiment was run from
June to August 2024, and we focused on models released a few weeks/months before. Note, some of these
models are already considered “legacy” such as Mistral v0.3.

e Version: The Instruct fine-tuned version of each model was chosen due to the use case studied in this paper,
and the possibility offered to the investigator to continue “discussing” with the model after completing the
task.

o Availability: The chosen models must be open access and be released with information on how the model
is structured and trained (base model as well as Instruction fine-tuned model). Although information about
the used datasets is provided, the datasets themselves are usually not published.

Based on these criteria, we decided to use the three following models: Llama3.1-8B-Instruct [4], Mistral-7B-
Instruct-v0.3® [14], and gemma-2-2b-it* [7]. Note that while a single model is sufficient, we tested three to (1)
provide generalization over the impact of the tested variables/parameters, and (2) compare different models.
Mistral can be considered standard, while Gemma has only a small number of parameters, which is useful when
the available computing power is limited. Llama has an extended context-window size, which allows the user to
provide a larger amount of messages. This might be better aligned with reality, where the number of messages
retrieved from a device may be large.

4.3 Dataset and task descriptions

When analyzing available chat log summarization datasets, none was perfectly suited for the three tasks. Many
datasets contained dialogues with associated summaries, but the summaries were too short and the discussions
did not align with typical chats or lacked crime-related content. Having a single sentence summary is appropriate

3The Mistral paper relates to version 0.1, but information about modifications operated to create newer versions can be found on the 0.2 and
0.3 models’ pages
4All these models can be found on huggingface.co
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to understand the general topic of the conversation (useful for Task 2), but it is not sufficient to get a deep
understanding of the discussion. For fine-tuning a model in a forensic context, it is crucial to provide samples
similar to those encountered during investigations, i.e., conversations combining casual chat and crime-related
topics. Given these limitations, we decided to create a dataset using GPT4 and the existing SAMSum dataset [8]. It
aligns with the case study but lacks crime-related chats and has brief summaries. We addressed this by expanding
the dataset in a partially reproducible way (see footnote 5). The new dataset contains GPT4-generated chat logs
and three different summaries: (1) A manually generated general one-sentence summary describing the overall
topic, (2) a manually generated detailed summary, and (3) a GPT4-generated detailed summary.

An additional one-sentence GPT4-generated summary was added during the transformation of the dataset.
Having these manually and automatically generated summaries allowed us to derive two versions of each sample.

During the generation of the manual summaries, all the GPT4-generated conversations were read. Although
they did not perfectly reflect reality, we still considered that the quality of these messages was sufficient, e.g.,
messages did not include typos or abbreviations, and the underlying scenario behind each topic discussed was
sometimes close to what is presented in movies or TV shows.

The training/validation dataset contains 172 samples, separated into three distinct sub-datasets that we named
S1, S2, and S3. Each set contains approximately 60 samples divided between training and validation in a 4:1
ratio. Some samples were removed before fine-tuning (when the generated chat did not align with the requested
topic). Therefore, S1 contains 46 training samples and 12 validation samples; S2 contains 42 validation samples
and 12 validation samples; S3 contains 48 training samples and 12 validation samples. These three sets were
then independently transformed into their fine-tuning versions and combined when given to the model during
fine-tuning to reach 58 (S1), 112 (S1 + S2) and 172 (S1 + S2 + S3) samples. Note that we also tried to keep a balance
between the criminal and non-criminal topics discussed in the chat, as well as a balance between the number of
participants involved in the discussion (two participants vs. three+ participants).

4.3.1 Fine-tuning datasets. The datasets were generated for each task based on our newly created training/validation
datasets and the SAMSum dataset. The SAMSum dataset was used to artificially increase the number of topics
and messages in a conversation for Tasks 2 and 3 by providing chit-chat topics. We decided to combine one topic
of interest (criminal-related or not) with a random number of irrelevant topics. The goal is to simulate a normal
chat in which different topics are discussed, including one that is of interest to the investigation. This means that
for these tasks, one sample from our new dataset (the topic of interest) was combined with three to six samples
from the SAMSum dataset (chit-chat topics). The same process was applied for both manually and automatically
generated summaries.

The test dataset used during the evaluation contains 36 samples and was created similarly. The main difference
is that the chit-chat topics were also generated through GPT4 to avoid reusing the SAMSum dataset and to
prevent any data leakage between the training/validation datasets and the testing one. Once again, each sample
of the test dataset is present in both automatically and manually generated versions. The created datasets can be
accessed in: https://huggingface.co/GaetanMichelet/datasets®. Here is a description of the samples’ input and
output for each task:

Dataset for Task 1: For the first task, the input consists of a list of messages (with the sender), and the output
is a detailed summary of the conversation. The input includes a prompt that specifies the format of the messages
and requests a summary.

Example input:

>The SAMSum dataset license does not allow us to release the fine-tuning dataset directly. Therefore, we share the scripts that enable
researchers to build alternative, similar versions to ours (everything should be the same except for the GPT4-generated short summaries).
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Alice: Hi Bob, did you complete the report?

Bob: Not yet, I'll finish it by tonight.

Alice: Please make sure it's done before the meeting tomorrow.
Please provide a detailed summary of the conversation.

Example output:
Alice asked Bob about the completion of the report. Bob replied that he would finish it by that night.
Alice reminded him to have it done before the meeting the next day.

Dataset for Task 2: Here, the input consists of a set of messages from a conversation that discusses several
topics. The messages include timestamps and sender information. The task involves two steps: (1) provide short
summaries of each discussed topic, mentioning the timestamps of the first and last messages related to each topic,
and (2) summarize a specific topic of interest in more detail, given the topic itself.

Example input for step 1:

[10:00] Alice: Hey, are we still on for lunch?

[10:05] Bob: Yes, see you at 12.

[11:00] Charlie: Don't forget the meeting at 3 PM.

[11:15] Alice: Thanks for the reminder.

Please provide short summaries of each topic discussed, including the timestamps of the relevant messages.

Example output for step 1:
[10:00 - 10:05] Alice and Bob confirm lunch plans.
[11:00 - 11:15] Charlie reminds Alice about the 3 PM meeting, and Alice acknowledges.

Example input for step 2:
Please provide a detailed summary of the topic starting at 11:00 and ending at 11:15.

Example output for step 2:
Charlie informed Alice about a meeting scheduled at 3 PM. Alice thanked Charlie for the reminder.

Dataset for Task 3: The third task is similar to Task 2 but focuses on a specific crime-related topic within

a conversation that includes multiple topics (zero or one criminal and several non-criminal). The input also
comprises the name of the crime being investigated. When the sample chat did not contain any criminal topic,
the crime investigated was randomly picked from the list of all crimes considered in this experiment. Note that
for the test dataset, a random seed was reset between the sample versions using the automatically and manually
generated summaries. This ensures that the automatically and manually generated versions of each test sample
have the same investigated crime, which is important for the evaluation process.

Example input:

Crime Investigated: Unauthorized Access

[09:00] Dave: Did you get into the system?

[09:05] Eve: Yes, I bypassed the firewall.

[09:10] Dave: Excellent. Download the files and delete the logs.

[09:15] Eve: Will do.

[10:20] Dave: By the way, are you coming to the office party tonight?

[10:25] Eve: Yes, looking forward to it!

[10:30] Dave: Great, see you there.

Please provide a detailed summary related to the crime of Unauthorized Access.

Example output:
The topic of interest for the investigation started at 09:00 and ended at 09:15. Eve informed Dave that she
successfully bypassed the firewall to access the system. Dave instructed her to download the files and delete
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the logs, indicating activities related to unauthorized access.

Remark: The number of samples in the created and remixed datasets is limited. Therefore, we focus on quality
over quantity. We expected that a small number of high-quality samples would already yield beneficial results.
We also expected that having more samples would yield even more beneficial results, but we could not test it.
This part of the process was perhaps the most time-consuming part of the case study, but was essential given the
results obtained.

4.4  The fine-tuning process

The models are fine-tuned on a standard desktop with a Nvidia RTX 4500 Ada GPU (24 GB of memory). Given
the hardware available and the recipes provided by the framework, we decided to use SFT with QLoRA, and the
cross-entropy training loss function. QLoRA adapters are created for each fine-tuned model.

The basic setup of the alignment handbook scripts provides a check-pointing system (which was useful given
that sometimes errors occurred and stopped the process) and computes the loss function on the prompt and on
the answer from the model. By providing the chat template, it was possible to mask the tokens in the prompt
during the loss computation. We kept many of the hyperparameter settings as they were provided in the recipes
of the alignment handbook, including the LoRA and quantization parameters.

At first, four different configurations were tested, with the ‘learning rate’ and ‘gradient accumulation steps’
varying. The gradient accumulation helps to increase the effective batch size, as the GPU memory was limiting
the training batch size to one. The optimal number of epochs was automatically detected using a callback function
that stops the training when the validation loss is bigger than the current best loss 7 times in a row. The four
configurations tested were the four possible combinations with a ‘learning rate’ of 0.0001 or 0.00001 and a
‘gradient accumulation steps’ of 8 or 16. Note that the maximum ‘number of epochs’ was 50 for the 0.0001
‘learning rate’, and 150 for the 0.00001 ‘learning rate’ (a smaller ‘learning rate’ will increase the ‘number of epochs’
required to reach the optimal validation loss). After a few tests, we noticed that the lowest learning rate (0.00001)
was increasing the training time but not improving the optimal validation loss. We decided to focus on the higher
learning rate (0.0001) with varying gradient accumulation steps (8 or 16). Each of the fine-tuned models can be
found at: https://huggingface.co/GaetanMichelet/models.

4.5 The evaluation

For our study, we chose three metrics that allow for the automatic comparison of two texts: ROUGE-1/2/L,
BLEU-1/2, and BERTScore-F1/RoBERTaScore-F1 (no manual evaluation was performed). These metrics measure
different elements and provide insight into the inference quality generated by the model. As these evaluation
metrics are specific to our use case (here summarization), we decided to include their description in this section
and not in Sec 3.5. Other use cases would certainly require different evaluation metrics.

ROUGE [17] and BLEU [22] measure the similarity of texts by computing the co-occurrence of n-grams between
the prediction and the reference, with n determined by the user. The number of co-occurring n-grams is then
divided by the number of possible n-grams in the candidate (precision / BLEU) and by the number of possible
n-grams in the reference (recall / ROUGE). Note that ROUGE provides a ROUGE-L score, which uses the longest
common subsequence instead of the co-occurring n-grams. BLEU introduces a brevity penalty in the score
computation. When the candidate is much shorter than the reference, the number of potential n-grams will
decrease, and a better score will be easier to achieve. The brevity penalty impacts the score when the candidate is
shorter than the reference. The list of scores generally used is: ROUGE-1, ROUGE-2, ROUGE-L, BLEU-1, BLEU-2.

The BERTScore [38] helps measure the semantic similarity between prediction and reference and complements
ROUGE and BLEU. This score is computed by embedding each token in the reference and the candidate, before
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creating couples of tokens (one from the reference, one from the prediction) based on their cosine similarity.
Tokens with maximum cosine similarity are grouped, and the precision, recall, and F1-score are computed based
on this maximum cosine similarity. Note that it can be applied using BERT and other models such as RoBERTa.

Remark: During the inference process of our base models and fine-tuned models, we deactivated sampling,
which is equivalent to setting the temperature parameter to zero (T = 0), to disable randomness and better align
with practical applications. In standard LLM inference, sampling is typically used to introduce variability by
randomly selecting one of the m most probable next tokens. This enhances creativity, but also means that a model
may generate different responses for the same prompt. In digital forensics, this variability raises concerns about
reproducibility, which is a critical factor in legal proceedings.

5 RESULTS

The experiment involves three base models and three tasks, resulting in nine model-task combinations. Each
combination is fine-tuned with three datasets with varying numbers of samples (58, 112, and 172 samples) , and
available in two versions: with manually or automatically generated summaries. This results in 9 model-tasks
with 3 different datasets in 2 versions, resulting in 9 X 3 X 2 = 54 model-task-dataset-version combinations. Then
two configurations are used in each experiment (effective training batch sizes of 8 and 16). Finally, two different
cross-entropy loss computations are applied for each configuration (‘answer only’ and ‘prompt + answer’),
resulting in 54 X 2 X 2 = 216 fine-tuned models to evaluate.

Subsequently, tests are carried out based on the testing dataset to evaluate the quality of the base models and
the fine-tuned models for each task. The metrics used to measure the quality of the models are all automatically
calculated. In Task 2, two inferences are generated, and their results are averaged to produce a single outcome
for each metric. Eventually, results from the different fine-tuned and base models are compared to answer the
research questions.

Given the number of tests, this section only summarizes the main observations. The detailed results can be
downloaded from: https://github.com/Michelet-Gaetan/Fine-tuning-LLMs-for-DF-tasks

5.1 Impact of the loss computation method

An aspect of fine-tuning language models is how the loss function is computed during training. In the experiments,
we compared two methods: ‘answer only’ and ‘prompt + answer’ loss computations. Although the ‘prompt +
answer’ loss computation may seem redundant since the prompt is known, it helps the model learn prompt-answer
connections and contextual relationships. This improves coherence, especially in multi-turn dialogues or when
handling incomplete or noisy prompts. We observed that all fine-tuned models, regardless of the loss computation
method used during training, provided better results than the base models. However, the improvement seen was
greater with models fine-tuned using the ‘answer only’ loss computation. The findings suggest that while the
‘prompt + answer’ loss computation can have theoretical advantages in certain contexts, the ‘answer only’ loss
computation is more efficient and yields better performance for tasks where the focus is on generating accurate
answers. For the remainder of this section, models fine-tuned using the ‘prompt + answer’ loss computation will
be filtered out of the results.

5.2 Quality of the base and fine-tuned model

The fine-tuned model outperforms the base model in all metrics, except for a longer runtime. The output of every
type of fine-tuned model (manually and automatically generated training samples) was closer to each type of
expected output (manually and automatically generated references) than the texts resulting from base models.
The results achieved by the base model and all fine-tuned models compared to the expected results generated
manually are shown in Fig. 1.
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Fig. 1. Metrics computed against manually generated expected output for every fine-tuned and base models.

The values presented are the averaged results for a specific model (base) or group of models (fine-tuned versions
of the base model) for each metric considered during the evaluation. For each metric, the closer to 1, the better
the model(s) performed. There is an exception for runtime, where a lower value (closer to 0) indicates better
performance. We did not compare the results obtained with the literature presented in Sec. 2, because previous
studies used different models, fine-tuning methods, or datasets (for training and evaluation). Consequently, this
study focuses on the differences between the base- and fine-tuned models used herein.

5.3 Impact of the number of samples

Interestingly, a small number of 58 training samples, divided into training and validation sets in a 4:1 ratio,
was sufficient to improve the quality of the generated text. As the number of samples increased, the quality of
inferences improved in general. However, a slight decrease in quality was observed when models fine-tuned with
automatically generated samples were compared against manually generated expected outputs as the sample size
increased.

5.4 Impact of manually vs. automatically generated summaries

We observed that, in general, fine-tuned models performed better when evaluated against summaries of the same
type as those used during training, i.e., models fine-tuned on manual summaries produced outputs that more
closely matched the manually generated reference summaries (and vice versa).

This indicates that the alignment between the type of training data and the evaluation data plays a significant
role in the quality performance of the model. The models appear to learn and replicate the stylistic and content
patterns specific to the type of summaries on which they were trained.

In practice, this means that the training dataset seems to guide the model toward a particular writing style
and set of elements considered relevant to accomplish the task at hand. This can be beneficial, especially if the
fine-tuning process is achieved or at least supervised by an investigator who knows the writing style of the
institution and the pieces of information required for the task at hand. This will ensure that the model adopts the
targeted writing style and selects the elements relevant to the task at hand.

Note that there is an exception for task 3, where the models fine-tuned on the manual summaries produced
outputs that matched more closely the manually and automatically generated reference summaries. This difference
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might be explained by the creation process of the fine-tuning dataset for task 3. Variability between the samples
generated from automatic and manual summaries was introduced when the chat did not contain any criminal
topics. In this scenario, the crime investigated was randomly picked from the list of all crimes considered in
the experiment. This means that for a given sample with no crime-related chat, the crime investigated in the
manual summary version might be different from the crime investigated in the automatic summary version. This
variation might have led to better training for the models fine-tuned on manual summaries for task 3.

5.5 Impact of the configuration

The batch size is a hyperparameter that influences the learning process by determining the number of samples
the model processes before updating its parameters. Smaller batch sizes lead to more frequent weight updates
with higher variance gradients, which can help the model capture diverse patterns and nuances in the data. In
contrast, larger batch sizes result in more stable and smoother gradient updates, which may benefit learning
from data with consistent patterns.

In our experiments, the differences between the two configurations (different training batch sizes) were not
particularly significant overall. However, we observed that Configuration 1 (smaller batch size) tended to
perform better when fine-tuning with manually generated training samples. Conversely, Configuration 2 (larger
batch size) showed slightly better performance when fine-tuning with automatically generated training samples.

A hypothesis that could be made based on these observations is the following: a smaller batch size might
be more effective when working with manually generated data, possibly because of the greater variability and
richness of human-created content. The higher variance in gradients with smaller batches allows the model to
adapt to the diverse examples more effectively. A larger batch size might be more suitable for automatically
generated data, where consistency and homogeneity are higher, providing stable gradient estimates that reinforce
the prevalent patterns in the data.

5.6 Discussion of the results

The fine-tuned models outperformed the base models across all metrics (except runtime), a consistent result for
each tested model: Gemma-2, Llama-3.1, Mistral-v0.3. Although the sample size is too small to generalize, it is
promising to obtain measurable improvements. Specifically, the results showed that 58 samples (12 for validation
and 46 for S1 training) had an impact, which, given the lack of datasets in digital forensics, is encouraging.
Moreover, models trained on both manually and automatically generated samples outperformed the base models,
regardless of the expected output type. This could help address the dataset availability issue through automated
dataset generation. More tests are needed to see if there will be an impact on real-world chat conversations.

Observations support the recommendation of computing the loss function on ‘answer only’. The runtime
increases when the loss is computed on ‘prompt + answer’. After a manual investigation, many inferences made
by that kind of fine-tuned model presented repetitions of the last sentence(s) until the maximum number of new
tokens was reached. This long sentence could partially explain the diminution of the score on each metric.

Lastly, larger batch sizes appeared to be more effective for automatically generated samples. Although a
hypothesis was proposed, the exact reason for this remains unclear. It is important to note that this observation
is specific to the small-scale experiment and may not hold in a different context.

5.7 Limitations
We identified the following limitations:

o The tasks: The tasks tested in our case study focused on summarization (an already well-suited LLM capa-
bility), excluding other types of task where the outcome may be different and limiting the generalizability
of the results.
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e The models: The case study explored models from 2B to 8B parameters, excluding smaller and larger
models. Probably, larger models perform better and smaller ones worse. Having access to larger models (by
removing the hardware limitation) could lead to a different impact of the fine-tuning process. The difference
between the base and fine-tuned versions could be reduced due to a better base quality or increased due to
a higher (re)training potential. Further testing is needed to determine the impact of larger models on the
fine-tuning process.

o The datasets: The small size of the datasets and their composition, made from synthetic data and from small
chats never exceeding the maximum number of tokens supported by the models , limit the generalizability
of the results and their applicability to real-world investigations. Chat logs may contain slang, intertwined
topics, and have multiple languages, challenges that were not addressed in this study. Finally, the time and
computational costs associated with dataset generation may pose a barrier in smaller laboratories.

o The fine-tuning: We analyzed a limited subset of hyperparameters, leaving the impact of others unexplored.

e The evaluation: The metrics used cannot capture bias, such as parts of the chat that are ignored or
emphasized by the model in the generated summaries, or misinterpretations of the context/sentiment of the
conversation, which could be solved by implementing a manual evaluation. In addition, the performance of
the current analysis and summary writing methods was not considered. This makes a formal comparison
between the performances of the fine-tuned models and the currently used methods impossible.

Despite limitations, our work demonstrates the feasibility of fine-tuning models. It also offers insights into the
performance increase obtained and the influence of key parameters, including dataset size, model size, and loss
computation.

6 LESSONS LEARNED AND INSIGHTS FROM FINE-TUNING LLMS

Preliminary testing is important, although we did not conduct it extensively across all tasks, as we were convinced
that fine-tuning would ultimately lead to better outcomes. This mistake could have led to a waste of time/resources
if tasks 2 and 3 had been performed differently. In the future, we plan to adopt a more rigorous testing methodology
before fine-tuning LLMs.

Another lesson learned is that finding appropriate datasets for a given task is challenging and the creation or
adaptation of existing datasets is time-consuming. The preparation of the dataset accounted for approximately a
third of the time spent on the experiment. On a positive note, as highlighted in Sec 5, even a small number of
high-quality samples can enhance the performance of a model. In addition, sharing a (modified) dataset may be
prohibited due to licenses.

Many decisions were impacted by the available computing resources, in our case, a single 24GB GPU (costing
around $ 2000). The complexity of acquiring computational power is enhanced by the impossibility of renting
online resources when working on real-case datasets.

The fine-tuning process can be intimidating with no or minimal prior knowledge. Although existing frameworks
such as the ‘alignment handbook’® provide a good starting point by sharing existing scripts and configuration
files, it is a steep learning curve. It was difficult to find and understand appropriate metrics. Manual evaluation
is difficult to set up in a systematic and sound way. It is time-consuming and requires opinions from different
evaluators.

The last lesson learned is that fine-tuning for digital forensics is currently not (sufficiently) beneficial. Although
the presented fine-tuning process is applicable and yields better performances, this improvement is strongly
outweighed by (1) the rapid evolution of base LLMs that quickly outperform a fine-tuned version of an older model,
and (2) the associated time and computational costs. Although we encourage research exploring fine-tuning for
digital forensics, we do not recommend implementing it in practice yet.

Shttps://github.com/huggingface/alignment-handbook

Digit. Threat. Res. Pract., Vol. 1, No. 1, Article 1. Publication date: January 2025.


https://github.com/huggingface/alignment-handbook

1:16 + Michelet et al.

7 CONCLUSION

To explore the underdeveloped area of fine-tuning LLMs for digital forensics, we conducted a comprehensive
literature review, examined key fine-tuning elements, and performed experiments as part of a case study. This
paper has made several contributions to the field of fine-tuning LLMs for digital forensics. First, we provided
practitioner-focused recommendations for model fine-tuning. Second, we ran a case study to fine-tune LLMs
specifically for chat summarization in forensic contexts. Third, we shared valuable insights and challenges
encountered during this process. Lastly, we made chat-summarization datasets and fine-tuned models available
to the community. These efforts allowed us to consolidate our findings and answer the research questions posed
in the introduction:

How can small local LLMs be fine-tuned to address the unique challenges and requirements of digital forensics? This
work showed evidence that, despite the unique challenges of digital forensics, it is feasible to fine-tune models.
We developed a set of recommendations that offer a foundation for those looking to fine-tune models in digital
forensics. The five key components identified are: the task, the base model, the dataset, the fine-tuning process,
and the evaluation metrics. Our results indicate that even small datasets can lead to measurable improvements in
model performance.

How can we evaluate the results to ensure that the fine-tuning process was successful and identify the best-
performing model? An assessment is needed to determine whether the fine-tuning has been successful. In our
case study, we demonstrated how to train various models and compare their performance for a specific task.

How beneficial is the fine-tuning process for improving model performance, and should practitioners adopt it in
forensic workflows? While improvements are observed, they are not sufficient given the costs, limitations, and the
likelihood of better base models emerging soon. We do not yet recommend a practical implementation.

Future research may build on this work by exploring the case study in greater depth, particularly by: (1) testing
and evaluating the fine-tuning process on real-case data, (2) exploring its usability for different forensic tasks, (3)
considering a wider range of base models, (4) increasing the dataset size and the sample variability, (5) expanding
the number of hyperparameters tested throughout the fine-tuning process, (6) incorporating manual evaluation,
and (7) evaluating the currently used methods to compare their performances against the base and fine-tuned
models.

It remains also important to consider the ethical aspects of the use of LLMs in the context of digital forensics.
Evitable errors in court must be avoided, and therefore any result obtained, or text generated through the use of
an LLM, must be validated’. We also recommend being transparent towards the use of LLMs and specifying in
the report if an LLM was used and, if so, for which purpose.
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"Note that even though validation is required, efficiency is still improved through the identification of potentially interesting chats and the
drafting of their summary.
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