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Challenges with app research

• Relevant for each case

• Too many apps

• Limited time
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Challenges with app research



Project goals

• Platform 

• Collaboration

• Sharing knowledge
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International collaboration
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Architecture
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Online Store Scraper (OSS tool)
Store and share new versions of applications
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Online Store Scraper (OSS tool)
Store and share new versions of applications
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3. Get metadata 4. Store in AARDWOLF1. Update all apps 2. Updated apps

UPDATE 
ALL

Permissions
Publisher

Online Store Scraper (OSS tool)



Twitter - X
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Argus

14



Argus

• Given an action performed using an app, which files are 
affected (created/modified/deleted)? 

• Given information on a file, which app could have been 
involved in this?

Apps  ➔ Files/Traces

15



Argus

• Original approach, making images of phones:

• Multiple images per experiment

• Costs a lot of time/space
 

• Argus: uses metadata: 
files created/modified/deleted
during a time frame
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Argus
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Manual experiment
Files metadata analysis

Scripted experiment –
Roadmap

Additional Analysis -
Roadmap

Android on Linux & Windows Android (on Linux &Windows) Ram acquisition & analysis

iOS on Linux &Windows iOS (ONLY on MacOS)

need of developer account ($99 / 
year)

Network acquisition & 
analysis

Correlium automation
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Application Analysis Results Directory With Open-source Library Foundation
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• Store experiment results in an easily accessible and searchable way

• Having older app versions available facilitates 

• Prevents ‘re-inventing the wheel’
o Researchers can benefit from each other’s work
o The community can help itself

• Especially useful for (but not limited to) lesser-known apps
o Popular apps are already supported by commercial tools 
o Support for less popular or regional apps is harder to find

Aardwolf
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• The researcher doing the experiments ‘owns’ the experiment data

• Owners can choose to publish the results to the community (this is encouraged!)

• Experiment data is not visible to anyone but the owner until the result is published

Unpublished Experiment

Data

Owner

Others

Published Experiment

Data

Owner

Others
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Aardwolf data

Aardwolf en AI

Knowledge



picture

camera : iPhone 12

width : 640

height : 480

original taken on : 2008-07-27T15:21:20.000Z

…

File name  : olifant.jpg

path :

//private/var/mobile/Containers/Data/Application/424594F6-7B11-4F47-97B0-

03575898CB45/Documents/FolderLockAdvanced/Photos/My Photos/olifant.jpg

/private/var/mobile/Containers/Data/Application/C61F377E-D82A-44F7-ACD5-

3ECD4140D0DC/Library/FolderLockAdvanced.sqlite
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aardwolf@nfi.nl

Vragen?

Aardwolf support
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